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Abstract—The engineers designing and applying automation,
control, protection, and monitoring systems often provide a busi-
ness case for each project based on savings due to improved effi-
ciencies and reduced downtime. These instrumentation and con-
trol (I&C) systems can also improve the safety of personnel and
others; improved safety can be another clear benefit of an 1&C
project, and help to justify the case for the overall system, or for
specific components, features, or subsystems in the project. Most
importantly, I&C system design decisions can help reduce deaths
and injuries.

I. INTRODUCTION

Instrumentation and Control (I&C) systems gather, save,
and present useful information and provide the mechanisms
for automatic and manual control of processes, systems, and
devices. Some electric power industry I&C systems:

e Supervisory Control and Data Acquisition (SCADA)
systems include components in substations, on power
poles, in underground vaults, and in control centers.

e Substation automation systems include substation
SCADA functions, plus local automatic control and
human-machine interfaces.

e Plant Distributed Control Systems (DCS) include de-
vices throughout a generating plant and in the plant
control room.

e Other data acquisition and equipment monitoring sys-
tems include components in underground vaults, at
water-intake sites, in electrical apparatus, on poles,
and at other sites.

1&C systems help operators to efficiently operate plants
and systems, determine the root causes of problems, and pre-
vent damage and downtime by predicting failures before they
occur. Remote control reduces travel time and eliminates the
need to staff most substations. Automatic control components
protect lines and apparatus in real time, improve system effi-
ciency, quickly restore power after faults, and adapt to chang-
ing conditions in the system or plant.

1&C systems already have some features to improve safety.
The most prevalent is safety tags, implemented in SCADA
and DCS software, that are interlocked with apparatus control
software and device outputs. Another safety-related feature is
logic to select and enforce local and remote control modes,
which helps prevent accidental operations.

This paper describes additional methods for reducing acci-
dents and injuries that I&C systems designers, consultants,
project managers, and operations personnel should consider in
the specification, design, and justification of new systems and
modifications.

II. REDUCE EXPOSURE BY REDUCING ENTRY TO HAZARDOUS
AREAS

One way to reduce accidents is to reduce the number of
times that personnel must enter hazardous areas. I&C system
designers can reduce time spent in hazardous areas by:

e Using [&C systems with communications links to re-
motely monitor and control equipment located in haz-
ardous areas, minimizing entry into unsafe areas.

e Designing and applying very reliable systems so that
1&C system maintenance does not cause more expo-
sure to hazardous locations than it prevents.

A. Underground Vaults

Underground vaults for electric power distribution systems
are members of the class “confined spaces” defined by the
USA Occupational Safety and Health Administration. In the
US, “OSHA estimates that about 239,000 general industry
establishments employing 12 million people have confined
spaces. Approximately 1.6 million people enter confined
spaces annually... If employers comply with the [appropriate
safety standards], OSHA estimates 53 worker deaths, 5,000
lost-day cases and 5,700 other accidents can be avoided annu-
ally.”[1]

Electric utilities make extensive use of underground vaults
for distribution feeders and equipment. Underground vaults
present many dangers, including the following:

e Atmospheric, including insufficient oxygen, flamma-
ble or explosive gases, and toxic gases. Heavier-than-
air gases can settle in underground vaults from other
sources, or may be generated by electrical apparatus
[1]. For example, damaged secondary transformer
windings have caused explosive gas buildup from
melting insulating material [2].

e Electrical, including exposure to conductors or to arc
flashes. Accumulation of water in underground vaults
contributes to the electrical hazards.

e Suffocation because gases, liquids, or solids fill the
confined space

e Extreme heat or cold

Remotely monitoring faulted circuit indicators and other
equipment in underground vaults reduces the number of times
that personnel must enter vaults searching for faulted cable
segments.



B. Arc-Flash Hazards Near Apparatus

Electrical equipment can generate dangerous arcs that are
the subject of considerable focus by industry safety profes-
sionals and regulators. Remotely monitor, control, and reset
equipment in arc-flash zones to directly reduce time spent
exposed to arc-flash hazards, and to eliminate opportunities
for personnel to misjudge special protective clothing require-
ments.

C. Traffic

When working on underground apparatus below streets, or
on overhead poles from a road, street, or highway, personnel
are exposed to the dangers from traffic, and drivers and pedes-
trians are exposed to hazards from the traffic diversion cones,
warning signs, and at night, warning lights. Systems designed
to include nearby wireless communications links to reduce
vault entries and pole access also reduce hazards involving
traffic.

D. Power Poles and Structures

Personnel working on power and communications poles,
towers, and structures have increased danger of falling or con-
tacting live electrical conductors. Distributed generation with
inadequate or failed connection safeguards can energize lines
that maintenance personnel believe to be de-energized. “Falls
from power transmission structures are among the most seri-
ous hazards faced by electric utility workers” [3].

Where feasible, use wireless communications to pole-
mounted equipment to reduce the times that personnel must
climb power poles.

E. Electric Substation

Electric substation fences enclose many electric hazards.
Using remote communications or nearby wireless communica-
tions can reduce the number of times that personnel must ac-
tually enter a substation to accomplish their work. You may be
able to eliminate physical access for those personnel that can
accomplish all of their substation tasks with remote access.

F. Line Patrol

Aircraft searches for electrical faults in wind, precipitation,
and lightning from storms are clearly hazardous. Vehicular or
foot patrol of the line exposes personnel to weather, traffic,
and electrical hazards. Remote-access devices that calculate
fault locations and faulted circuit indicators minimize the time
spent locating the fault and avoid the dangers of line patrol.

G. Security Perimeters

Opening locked gates or doors to access secure areas pro-
vides an opportunity for unauthorized people to enter the se-
cured area by coercing or following authorized personnel.
Reduce the opportunities for unauthorized entry by providing
remote or nearby wireless communications links to reduce the
number of times personnel pass through security perimeters.
You may be able to reduce the number of key holders if some
personnel require only remote access.

H. Natural Hazards

Wireless communications from the safety of a vehicle can
reduce exposure to extreme hot and cold temperatures, blow-
ing snow, ice, and debris, floodwater, snakes, predators, and
insects.

III. IMPROVE SITUATIONAL AWARENESS TO PREVENT
ACCIDENTS AND REDUCE INJURIES

Accident and injury prevention and containment depend on
many human factors. Koval and Floyd [4] summarize these in
an accident-injury sequence model. They note that it is impor-
tant to recognize hazard and injury potential. People must be
alert and assess potentially hazardous situations by applying
training, experience, and logic to understand the hazards and
injury potential.

1&C systems provide data that people can use to reduce ac-
cidents and the severity of injuries. Information should be
easily available to people trained to take action to reduce their
risk of accident or injury.

A. Monitor and Report Protective Relay Readiness

Protective relays detect electrical faults and respond by
opening circuit breakers to protect people, equipment, and
power systems. Modern protective relays include self-
diagnostics that detect problems, report warnings, and auto-
matically disable the relays for failures that impair reliable
operation. The unavailability of a device is the ratio of the
time a relay is out of service to the time it is in service. The
Mean Time to Fail (MTTF) is the reciprocal of the failure rate.
The Mean Time to Repair (MTTR) is the time to detect and
correct a failure, and is the out-of-service time. By strict defi-
nition, the Mean Time Between Failures (MTBF) is the sum
of the MTTF and the MTTR, but for practical purposes the
MTTR is generally so much smaller than the MTTF that it is
neglected, and MTBF is treated as equal to MTTR. For exam-
ple, consider a protective relay with a 200-year MTTF and a
48-hour MTTR. Adding MTTF and MTTR yields an MTBF
of 200.0055 years, which is equivalent to 200 years for most
purposes. The unavailability is MTTR/ MTBF [5].

To minimize the out-of-service time (MTTR), the failure
needs to be detected and reported, and action initiated to re-
store the device to service. Distributed control systems,
SCADA, or other I1&C systems connected to protective relays
can detect relay failures through transmitted diagnostic infor-
mation and loss-of-communications. Other systems use digital
inputs to sense the state of alarm-output contacts on relays,
and report these via annunciator alarm panels or communica-
tions links to operators. Reference [5] discusses methods to
compare the unavailability of protective relaying alternatives
for transmission lines. If the relay status is not reported to a
staffed location, a relay failure will not be detected until
someone visits the site. If the relay status is not easily avail-
able locally, a failed relay will probably not be detected until a
periodically scheduled relay maintenance cycle. Until failures
are detected and fixed, apparatus are not protected as planned,
and the risks are higher.



B. Detect and Report Hazardous Conditions

Sensors and controllers can provide information to warn of
conditions that are becoming dangerous, or that already are
dangerous. Armed with this information, personnel can pre-
vent hazardous conditions from becoming worse, and can be
warned of dangers ahead of time so they can plan the safest
actions. For example, a system can sense and report water
level, oxygen, temperature, and flammable or toxic gases, and
report detected hazards to personnel who will initiate counter
measures.

SCADA systems that are designed for electric power appli-
cations often include software to implement clearance tags, to
prevent closing tagged breakers. As a backup to operating
procedures, designers could provide the enhanced capability
of determining from breaker position information whether
sources are disconnected from tagged lines or apparatus. For
example, automatic controls are typically required to quickly
disconnect distributed generation from a de-energized feeder.
If the breaker or logic fails, the breaker position would remain
closed, and the SCADA system could explicitly warn operat-
ing personnel that the line is still energized.

1) Human Factors and Safety Alerts

When an 1&C system detects a dangerous or potentially
dangerous condition, it must convey the relevant information
so that it reaches the people in danger. This may be directly
through audible and visible warning indicators, and through
alarm notifications to operators, that in turn notify other per-
sonnel. To effectively transfer the needed information, the
following considerations are important:

e The safety-related information should be easily distin-
guished from other data and alarms, to prevent safety
information from being delayed or overlooked.

o If the unsafe condition is detected as a result of action
by the operator, such as entering a safety clearance
tag, an immediate safety alert by the I&C system is an
effective way to convey the information quickly
enough to prevent an accident.

e The personnel receiving the information need to be
trained to understand the importance of safety infor-
mation, and know how to efficiently act on the infor-
mation.

o If field personnel involved in work can remotely ac-
cess a SCADA or other [&C system to easily check on
safety-related items, they can improve their situational
awareness and reduce the likelihood of an accident or
injury. Training is important so that these personnel
recognize the need to get data, understand how to re-
trieve and analyze the information, and know how to
act on the data that they receive. Consider presenting
alarm displays or annunciators with instructions at the
points of entry to a hazardous area to increase person-
nel awareness of conditions.

An 1&C system could be designed to provide a time-tagged
log of unsafe conditions, clearance tag activity, and safety data
inquiries, to aid in understanding the root cause of accidents,

verify procedures are followed, identify procedural gaps and
training opportunities, and to improve operating procedure
clarity.

IV. DESIGN I&C SYSTEMS WITHOUT INTRODUCING HAZARDS

Design 1&C systems so that they do not introduce safety
problems.

A. Use Fiber-Optic Communications Instead of Wire for I/O

Use optical fiber communications links instead of wire for
input and output.

e Provide improved isolation from ground potential rise
and other electrical hazards compared to copper con-
nections

e Specify eye-safe Class 1 LED or laser products to pro-
tect eyes

e Prevent dangerous false operations by using electri-
cally noise-immune fiber optics

e Reduce time spent in trenches pulling wire by replac-
ing large bundles of wire with small bundles of optical
fiber

¢ Minimize maintenance exposure through the increased
reliability of remote fiber-optic I/O compared to hard-
wired 1/0 [6]

B. Use Encrypted Communications Links

Use bump-in-the-wire or built-in encryption per Federal In-
formation Processing Standards (FIPS) to lock out unauthor-
ized intruders that attempt to eavesdrop on data or cause unau-
thorized, dangerous operations. Encryption enables deploy-
ment of wireless communications links as described above,
without introducing additional cyberintrusion hazards.

C. Use Very Reliable, Robust Equipment to Reduce Visits

Consider the example of an electric utility that has 100
substations with computers in them to gather data and forward
information to a control center and their power-quality engi-
neering group. They have a choice of using common office-
grade computers that include a power supply with a MTBF of
five years, or hardened, rugged computers that include a
power supply with a MTBF in excess of 5,000 years.

e 100 installations, MTBF = 5; predict 20 failures in one
year

e 100 installations, MTBF > 5000; predict essentially no
(0.02) failures in one year

Using the computers with lower-reliability power supplies

would mean:
¢ 20 more instances of system downtime and loss of
data until the power supplies are replaced
e 20 extra round trips to substations per year, with added
labor and travel costs, plus greater exposure to traffic
and substation hazards
e 20 extra instances of equipment replacement or repair
costs caused by the short warranty period of office
computers
The cost of the consequences of the downtime can be far
greater. For example, if a loss of information and situational



awareness caused by a low-reliability PC contributes to a ma-
jor system outage, the monetary and societal consequences of
the outage could have been easily avoided.

Fault trees and other tools described in [5]-[9] contrast the
reliability of the system designs that you consider. Select sys-
tems that use very reliable devices to reduce maintenance, in
very reliable architectures to reduce system unavailability.

V. CONCLUSIONS

[&C system designers can help reduce accidents and inju-
ries to personnel and others via the following:

e Provide wireless monitoring connections to portable
computers or other remote devices that allow person-
nel to monitor and control equipment in underground
vaults, on poles, in substations, and other hazardous
areas. Use encryption and authentication on these
links to prevent undesired and unsafe operation by
hackers.

e Where permanent communications links are feasible,
provide remote monitoring and control with fiber-
optic or encrypted wireless isolation.

e Report automatically calculated fault locations and use
them to reduce line-patrol trips.

o Connect sensors that detect potentially hazardous con-
ditions and report them to the instrumentation system.
Process the information to clearly present safety-
related alarms so they are not lost in the flood of other
data.

e Provide alarm indication near the points of entry to
hazardous areas to warn personnel of unsafe condi-
tions.

e Monitor the status of protective relays and other
equipment, and report this status as safety alarm is-
sues; if protective relays are out of service, the conse-
quences of a fault are more dangerous.

e Use very reliable I&C equipment to reduce the time
that I1&C repair personnel spend in hazardous areas.
Without the 1&C system in operation, there is height-
ened danger because of the unknown state of safety-
related conditions.

Improving safety is the right thing to do, as the IEEE Code
of Ethics reminds us; members agree “to accept responsibility
in making engineering decisions consistent with the safety,
health and welfare of the public...” [10]. Safety improvements
reduce accidents and injuries, which also reduces associated
costs and liabilities. As you design new systems or additions
to existing I1&C systems, be sure to consider the ways that
your design decisions and recommendations can help protect
people from accidental death or injury.
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